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Purchase in big increments, incur
prediction risk, overprovision

28

Deployment takes weeks to months --
complex, big footprint

=

Multiple management panes,
manual operations

I

Difficult to grow quickly

37

Multi-hop support, lack of end-to-end
visibility, firefighting
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Source: IDC White Paper, sponsored by Nutanix, Nutanix Delivering Strong Value as a Cost-Effective, Efficient, Scalable Platform for Enterprise Applications, August 2017
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One-click Infrastructure
Management

App Mobility Fabric

Workload mobility | Extensibility | No Lock-in | Always On | API

One-click Operational Insights

Distributed Storage Fabric

Web-Scale Core | Compression | Dedupe | Tiering | Resiliency | Data Protection
One-click Remediation

Acropolis
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=== CISCO Enterprise

TWO PRODUCT FAMILIES: NUTANIX PRISM AND NUTANIX ACROPOLIS .
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Tier 1 Workloads Nutanix Controller VM

(running on all nodes) (one per node)

|
l Node 1

£3 3 €3 €3

HyperVisor Hyper\/isor

Distributed Storage Fabric

C D

HDD

v Snapshots v Clones v' Compression v Deduplication

v Locality v’ Tiering v’ Erasure Coding v Resilience
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The Nutanix Portfolio

s 5 Tools
A ©
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PRISM: CA.LM.: BEAM: Cloud Testing
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: DB Service File Services Block Storage :
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Workload Calculator

i Infrastructure Nutanix Virtualization and Networking (AHV and FLOW)
. Stack

: COMMUNITY
Nutanix Hyperconverged Infrastructure (HCl) EDITION:
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History of AHV
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KVM,

)

Cumbersome management
Missing enterprise features
Manual monitoring
Limited SW ecosystem
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gag

VM
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One-click management
Enterprise ready (HA, DRS, etc)
Prism insights and forecasting
Growing ecosystem
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AHV Evolution & Adoption

4.5 4.6 5.0 5.1 5.5

4.1.3

* Dynamic Scheduling * GPU * Turbo
o Affinity Policy * Hot Add * vGPU
e CBT for backup * RAM * VNUMA
» Self Service Portal * CPU * Citrix PVS
 Resource hot-add * Windows SVVP * Guest Customization
* Win 10
* 2016

® Basic Functionality e HA e X-Hypervisor DR
e VM CRUD

¢ Initial placement

e Async DR ¢ One-click conversion
* Microsoft SVVP  ESRP Certification
e Citrix Ready o Citrix XD
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> Enterprise Apps Power Customers & Grow Your Base
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Delivering All Applications - JmEFTBERZ =7
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Your Enterprise Cloud Platform
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> Security-First Design

Security Lifecycle

Update ﬁ Report

Automated Validation and

Self-healing

-y

Features and Ecosystem

Firewall

Encryption
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Anti-Malware
»
Key
Management
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Anti-Virus
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Segmentation
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SDN for the Enterprise Cloud

* Native SDN built into the Nutanix Enterprise
Cloud

* Powerful visualization, policy,
microsegmentation and networking capabilities

* |Intuitive & scalable solution with no additional
tools needed

Server

* “1-Click” simplicity of Nutanix

Data Protection Storage

15

Comprehensive Visibility, Security, and Automation
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Application Flow Visualization

Automatic discovery of flows between VMs

VM

VM

Visualize application Traffic and Relationships =
Minimal application domain knowledge required ;&D
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VM Microsegmentation
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Always-on stateful VM level firewall

Simple policy creation and application

App centric — decoupled from network ID
Automated updates for VM change management

|\/M IVMI |VM|<_.|\/M
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Service Chains / Network Functions

Extend network functions via partner integration
Connect multiple services between VMs
Granular control of traffic redirection

* vFirewall
e APM

<
4

IPS/IDS
1 * Load Balancer

VM =TT —|VM
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Environment Zoning with Isolation

P . .
% . Isolating environments
NN Prism simplified through one-click
= policies.

“Development VMs should not talk to Production VMs” . .
Predefined categories for

environment-type makes policy

7 »-""/7"Promote VM from Dev to Prod;'\“-‘-. | writing easy - simply add VMs
to the desired category

Developmeint Production
Moving workloads across
vM || vM || vM vM || vM [| vM vM || vM || vm environments is simply
swapping the categories from

TATIES EAE3ES LAE3ES Dev to Prod

I~ | Lol _____o© Lol _____©
I < | I - | I - | I
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Application-centric Policy Decoupled from Networking
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Prism

Ly

“Web VMs/ _ca’hl talk to DB VM:?"‘QQ port 1521”7
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Web Database

VM| VM || VM VM| VM || VM VM || VM (| VM
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Simple and intuitive policy
model meant for virtualization
teams

Networking complexities
(VLANS, subnets, routes)
removed from policy language

Enforcement follows VM

lifecycle and is independent of
network topology
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Automated Updates for Simplified Change Management

. Policies specified on logical
Prism Eloups

Ly

Security rules are updated real

P

&
/

Web VMS} can talk to DB VMs“*QQ\port 1521 time based on group
/ \ membership changes
Create new VM in category Web ’\\

Adaptive security enforcement
auto-detects IP address changes
and updates rules

Web Database

VM| VM| VM || VM VM|l vM|[vM VM || VM| VM
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Application Separation (ring fencing)

% ) Isolating applications
NN Prism simplified through one-click
= policies.

All VMs of the same app can talk tg_?ach other Predefined categories for

. lication-t k li
“Allow inbound connections to App A fram-nternet” appnlca on yp_e S Rl
2 writing easy - simply add the

- VM to the application

“Allow outbound co‘nneetio’h’s’from App C to the AD server”
R - category.

App C AD _ .
‘ i Policy language allows simple

expression for well defined
entry and exit points to/from

VM k M| vMm v | vm
abe sl sl aie ofe ale the application.

Lol _____o© Lol _____©
- | I - | I

VLAN 10 VLAN 11 VLAN 12 NUTANID>Z



Rich Flow Visualization to Aid in Policy Authoring
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Inbound Whitelist Only AppType Demo_App
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“We’ve detected these flows”
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Scenario — VDI Isolation & Quarantine

A ) Admin can setup quarantine
% Prism policies in advance — allowing
DAl for complete isolation or

forensics ONLY

“VMs flagged as infected by AV should be quarantined”
N Quarantine policies have the
“QuarantinedVMs are only allowed inbound forensic tools” same flexible model as regular

policies.
“Contractor infected — Quarantine VM!”

: Marking the VM as
Employee VDI Contactor VDI S “Quarantine” and the policy

i@ will take effect

VM| VM || VM VM| VM || VM VM || VM
* * * * * m * * * Prior policies are preserved and

re-applied once quarantine

[¢] [e) [s) [¢] O [¢] ey A
%% %% %% remedlatlon IS Complete
VLAN 10 VLAN 11 VLAN 12
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Service Chaining / Network Functions

Prism

Ly

y

“Deploy a vi;tub/ firewall service’on my cluster”

“All database qu-é?ies from Web to DB tier should go ti:i'fough the firewall

service”

Web

VMI[VM || VM

I < | I

VLAN 10
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Database

VM
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VM || VM
Gl
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VLAN 12

Cluster wide deployment of
service chains

A single service chain can consist
of 1 or more sequence of
services

User can selectively redirect
specific flows to a service chain
for advanced processing
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Flow Microsegmentation — Visibility, Security, Automation

Application
Visualization

Microsegmentation
(East-West Firewall)

Service Chains
Network Functions
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